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DANH MUC CAC TU VIET TAT

STT Tir viét tit Mb ta

1 API Giao dién 1ap trinh img dung (Application
Programming Interface)

2 BPM Quan ly quy trinh xtr ly nghi€p vu (Bussiness
Process Management)

3 BPMN M0 ta quy trinh xtr ly nghi€p vu (Bussiness
Process Management Notation)

4 CNTT Cong nghé thong tin

5 CPDT Chinh phu dién tir

6 CSDL Co s¢ dit li€u

7 COQNN Co quan nha nudc

8 ESB Truc tich hop (Enterprise Service Bus)

9 LGSP Nén tang chia sé, tich hop dung chung cép bo,
cap tinh

10 LDAP Giao thure tmg dung truy cap céac cau tric thu
muc (Lightweight Directory Access Protocol)

11 SOA Kién trac hudng dich vu (Service Orient
Architecture)

12 SSO Pang nhap mot lan - Single Sign On

13 SCIM H¢ théng quan ly nhan dang tén miénq chéo 1a mdt
ti€u chuan dé tu dong hoa viéc trao doi thong tin
nhén dang nguoi dung gitta cac mién nhan dang
hodc hé thong CNTT (System for Cross-domain
Identity Management)

14 SPML Ngon ngit danh ddu cung cap dich vu 1a mot

khung dua trén XML (Service Provisioning
Markup Language)
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IV. YEU CAU CHUC NANG
1. Yéu cau chung

Phan mém hé thdng can duoc thiét ké SOA, st dung cac cong nghé mdi nhat
nhim dam bao kha ning tich hop nhanh chéng cac hé thong thong tin tai don vi
va chia sé dir 1iéu cho cac hé théng c6 lién quan.

TT Yéu ciu

Phién ban cta cac thanh phan h¢ thdng dugc cung cap phai dam bao 1a
1 cac phién ban dugc cip nhat méi nhat trong kha ning tuong thich cho phép.

Céc thanh phan h¢ théng dugc cung cap phai dugc chung minh 1a
tuong thich va c6 thé tich hgp vdi nhau.

Cac thanh phan hé thong dugc cung cap phai la san pham phu hop
3 vdi xu the cong ngh¢, dang tiép tuc duoc phat trién - khong phai 1a cac
san pham da hodc sap khong dugc ho trg bo1 nha san xuat.

Vé kha ning mé rong xir 1y:

- Hé thdng can cung cap kha ning uu tién cac tdc vu khac nhau dé
dam bao su thong suo6t cta hé thong giao dich khi dung lugng xtr ly
tang lén.

4 - Hé théng can co kién trac da 16p va hoat dong dugc trén moi trudng
xUt ly phan cum song song dé€ xir ly dugce do phure tap cta dit liu.

- Cong ngh¢ str dung trong hé thong phai 1a cong ngh¢ ¢ kha nang

mo rong va néng cap ma khong anh hudng toi tat ca cac phan h¢, tranh
ngdt quang vé tinh lién tuc nghiép vu.

Hé théng can dugc xdy dung dam bao duoc nguyén tic thiét ké

> module va tinh ké thira gitra cac phan hé va dir liéu dung chung.
Day 1a hé théng dinh danh cho cac hé théng khac sir dung nén can
6 . 1 e A o4 .
dam bao su tuyét doi chinh xac.
7 Hé thong can trién khai theo kién truc hudng dich vu SOA.
Hé théng can dap tng yeu cau vé tinh sin sang voi IPv6 hodc giai
3 phap nang cdp dam bao sin sang véi IPv6 néu hoat dong trén moi
truong Internet; truong hop khong két ndi Internet, khuyen khich kha
nang tuong thich ho trg IPv6 hodc cé giai phap nang cap dam bao IPv6.
9 Hé théng dap tng duogc cac yéu cdu vé my thuat, ky thuat can dat

duoc cua cac giao dién chuong trinh.
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Pé bao dam su két ndi, lién thong gitta cac thanh phan trong Khung kién triic
Chinh phu dién tir, ngoai viéc két ndi theo cac Kién triic dé xuat & trén, cac hé
théng thong tin phai tudn thu cac tiéu chuin, quy chuan, huéng dan ky thuat vé
tmg dung cong nghé thong tin trong co quan nha nudc do Bo Thong tin va Truyén
thong ban hanh (danh myc tiéu chuan k¥ thuat vé tmg dung cong nghé thong tin
trong co quan nha nudc, cac quy chuan ki thuat, cac Thong tu, van ban hudng
dan tiéu chi chirc ning, tinh ning k¥ thuat ctia cac hé thong thong tin trong co
quan nha nude...) va cac quy dinh k¥ thuat cia cac hé thong thong tin c6 quy mo
va pham vi tr Trung uong dén dia phuong (theo Thong tu s6 25/2014/TT-BTTTT
ngdy 30/12/2014 cta Bo truong Bo Thong tin va Truyén thong quy dinh vé trién
khai cac hé théng thong tin c6 quy mo va pham vi tir Trung uong dén dja phuong).

2. Yéu cau chirc ning cia Nén tang chia sé, tich hgp dung chung cap bdg,
cap tinh

2.1. Yéu cau véi phan mém nén tang

Phan mém nén tang gébm cédc nén tdng dung chung phuc vu viéc két noi, chia
sé cac ung dung, dich vu pham vi cap bo hodc tinh, bao gom cac thanh phan tiéu
biéu nhu sau:

TT | Thanh | Yéu | Chirc ning Yéu ciu ky thuat
phan cau
1 | Tructich | Bat Cac chuc

- B9 thich ung két ndi (Adapters):

hop bude nang gfn & Cung ceip cac bd Adapter dugc xay
q‘f?m en ket dung sdn dé€ két noi dén cic hé
noi

théng dang dugc van hanh va khai
thac khac nhau nhu Hé théng thanh
toan, Cong dich vu cong, Hé théng
bao co qudc gia.... Cac Adapter co
thé dé dang dugc phat trién mdi va
tich hgp vao truc tich hgp khi can
thiét.

- Truyén tai (Transports): HO trg
nhiéu giao thuc truyén tai nhu
HTTP, HTTPS, WebSocket, POP,
IMAP, SMTP, IMS 1.1, IMS 2.0,
AMQP, RabbitMQ, FIX, TCP,
UDP, FTPS, SFTP, MLLP , SMS,
MQTT, Apache Kafka.

- Pinh dang dit liéu (Formats): Hb
tro nhiéu chuan dit liéu nhu JSON,
XML, SOAP 1.1, SOAP 1.2, WS-*,
HTML, EDI, HL7, OAGIS,
Hessian, Text, JPEG, MP4,
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TT | Thanh | Yéu | Chirc ning Yéu ciu ky thuat
phﬁn ciu
CORBA/IIOP va céc dinh dang pho
bién khac.
Cflc Ch‘fc - Binh tuyén (Routing): Pinh tuyén
nang hfn dua vao Header hodc body ctia goi tin;
quandén | ginh tuyén dya vao ludt (Rule)
dinh tuyén, - Xt Iy nghiép vu (Mediator): H5
Xu lyxva .. tro sdn cac bo chuyén doi dé xur ly
chuyén doi | c4c nohigp vu khac nhau nhu cache,
ban tin két ndi CSDL, két nbi File,
logging,...
- Chuyén ddi (Transformation):
XSLT 1.0/2.0, XPath, XQuery va
Smooks.
- Cong cu anh xa dir licu (Data
Mapping): Anh xa dir liéu gitia dau
vao Input va dau ra Output dé
chuyén déi dir liéu.
Cflc chire - Cho phép cong khai ciac Ung
nang nhu dung va dich vu dang c6 theo cac
Gateway cho | 4y dang ban tin va dinh dang giao
be}n tlr} APL | thie khac nhau dé céc hé théng
bao mat

khéc dé dang tich hop:

+ Khong lam anh hudng téi cac
dich vu bén trong.

+ Tao ra céac dich vu theo chudn tir
cac dich vu khong theo chuén hoic
cac hé théng da ton tai.

+ Cong khai cac dich vu va ung
dung qua cac giao thirc thong dung
nhu SOAP, REST va XML-RPC.

- Ap dung cac chinh sach bao mat tap
trung, bao gdm nhan thuc, phan quyén;
hd tro cac tinh ning bao mat nhu: WS-
Security, LDAP, Kerberos,
OpenlD, SAML, XACML, Oauth;
Quan ly va rang bu¢c chinh sach
thong qua dir licu cau hinh.

-H tro cac co ché kiém soat
(audit), co ché logging, theo doi
hoat dong h¢ théng thong qua SLA.

- HO trg cac tinh ning vé can bang
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TT

Thanh
phan

Chirc nang

Yéu ciu ky thuat

tai, kha ning md rong nang cap hé
thong, kha nang failover dé ting
kha nang HA cho hé thong.

Kha ning
quan tr1 phat
trién dé
dang, thuan
t1én cho
nguot phat
trién hé
thong

- Céc ché do cau hinh sira 1i
(Debug) va bt 16i qua trinh xir 1y
ban tin (Message mediation).

- Phat trién chirc nang dua vao kha
nang khai bao thay vi phai 13p trinh,
hd trg giao dién cu hinh tham sb hé
théng.

-Cho phép cdu hinh cac bo
Mediator dé diéu khién cé4c 15i trong
qua trinh van hanh.

- Céc san pham cho phép kha ning
tuy bién toan bo cac chirc nang duoc
trién khai trén may chu theo yéu cau
st dung,

- Mé& rong ngdn ngit cAu hinh sir
dung DSL tuy chinh thong qua cac
mau dugce dyung san.

- Cac b0 Mediator dugc tuy bién
bang cach stir dung ma ngdn ngir
kich ban nhuing trong Javascript,
JRuby, Groovy,...

- Xay dyng va trién khai thong qua
tich hgp vé1 SVN, Maven, Ant va
cac cong cu ti€u chuén khéc.

- Kha néng tich hgp vo1 cac cong
cu lap trinh phé bién nhu: IDE
Eclipse...

Céc chure
ning ho tro
kha nang
quan ly va
theo doi

- Pam bao quan ly toan dién va
giam sat qua giao di€n Web.

- Cho phép xdy dung cac thanh
phan dung chung va theo doi truy
cap va thong ké hiéu nang h¢ thong.

- Tich hgp voi phan mém giam sat
dé thuc hién kiém soat, gidm sat
tinh hinh hoat dong hé théng va
danh gid KPI hé théng.

- Hb trg cac ché do cu hinh log
theo nhiéu cap do log.

- Bao dam quan 1y cdu hinh tap
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

trung trén cac moi truong khac nhau
vdi vong dot va phién ban.

Giam sat

- Cong khai cac thong ké bao céo
vé Mediation ban tin qua cac giao
dién bao cdo, Dashboard.

- Tao ra cac bdo c4do Dashboard tuy
bién va phan quyén cho ngudi dung.

- Theo doi cac dit liéu mang tinh chét
thng ké cho tat ca cac kiéu tai nguyén
(Artifact) va hiéu nang hé théng.

- Thiét 1ap kha nang trace bat ky
ludng xtr Iy Mediation dé xac dinh
cac diém nghén ¢ chai trong luéng
xuly.

Quan ly
quy trinh
nghi€p
vu
(BPM)

Tuy
chon

Quan ly quy
trinh nghiép
vu

Phan mém quy trinh nghi€p vu can
c6 céc tinh nang k¥ thuat chinh nhu
sau:

- Binh nghia va chay quy trinh
nghiép vu: HO tro BPMN 2.0, WS-
BPEL 2.0, BPEL4WS 1.1.

- Pinh nghia cac luéng nghiép vu
6 tuong tac véi con ngudi: HO tro
User Task trong ludng quy trinh
BPMN.

- Piéu khién truy cap dua trén vai
tro nguot dung cho cac budce trong
quy trinh.

-Hd tro tao Form ngudi dung
tuong tac cho cac budc can xir ly
bdi nguot dung.

- Cong cu hd tro Thiét ké va trién
khai quy trinh dong.

- Cong cu theo doi1 va gidm sat quy
trinh trong tho1 gian thuc.

Quan ly
bao mat
va xac
thuce tap
trung

Bat
budc

Quan ly dang
nhap mdt 1an
va ty quyén
xac thuc

-Hb trg Single Sign-On (SSO)
thong qua SAML2, OpenlD
Connect va WS-Federation Passive.

- Hd trg SAML 2.0 duoc duya trén
Single Logout (SLO), Metadata
Profile va Assertion Query/Request
Profile.
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

- Ho tro chuan giao thirc OpenlID 2.0.

- Uy quyén x4c thuc SSO thong
qua SAML?2, OpenlD Connect and
WS-Federation Passive véi cac nha
cung cap dinh danh bén ngoai.

- Hd trg kha nang str dung cac dinh
danh va thudc tinh tur cac nha cung
cap dich vu dinh danh thr 3 (IDP)
bang cach chuyén d01 thudc tinh
gitta cdc nha cung cap dinh danh
khac nhau.

- Cung cip cac giao dién ding
nhap/dang ky nguoi dung.

-HS tro nhan thyc/phan quyén
dua vao vai tro.

- Hb trg Google ReCaptcha SSO.

Cung cap cac
co ché xac
thuc bao mat

- HO tro tién trinh xéc thye nhiéu bude.

- Integrated Windows
authentication (IWA) véi Kerberos.

- Xéc thuc st dung X.509.

- Xac thuc hai yéu td dura vao Fast
[Dentity Online (FIDO).

- X4c thue dua vao mat khau mot
lan (TOTP).

Quan tri va
quan ly dinh
danh

- Quan ly nguoi dung/nhém ngudi
dung;

+ Quan ly nguot dung, nhom
nguot dung.

+ Quén ly thong tin (Profile) nguoi
dung.

+ Kha nang két n6i nhiéu tai khoan
ngudi dung dang thudc vé mot
ngudi dung duy nhat.

+ Hd tro nhiéu chuin User Store
khac nhau dugc dua vao giao thurc
LDAP, External LDAP, Microsoft
Active Directory, hodc bat ky co sé
dir liéu JDBC,;

+Kha ning hd tro nhiéu User Store.

+ Giao dién ty ding ky nguoi
dung, diéu chinh thong tin profile
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

nguot dung.

+ Céac chinh sach bido mat mat
khau c6 kha ning cu hinh dugec.

+ Chinh sach khoa tai khoan dang
nhap néu nhép sai mat khau.

+ Khoi phuc tai khoan qua Email
hodc cau hoi bao mat

+Kiém tra tinh hop 1é ctia mat khau.

- Kiém tra mat khau:

+ C4u hinh Password pattern.

+ Khoa tai khoan trong ché do
Single va Multi-tenant.

+ Kiém soat céc tai khoan.

- Provisioning;

+ Cung cap thong tin ngudi dung,
nhom nguoi dung st dung chuan
Cross-domain Identity
Management (SCIM) 1.1 hoéc
SOAP APIs.

+ Cung cap thong tin ngudi dung
cho cac hé thong quan 1y dinh danh
khac strdung chuan SCIM 1.1 hodc
Service  Provisioning  Markup
Language (SPML).

+ Cung cap dinh danh theo Rule.

- Workflows: Ho tro workflow cho
cac hoat dong kiém duyé¢t tai khodn
nguoi dung/nhoém nguot dung.

Quyén va
di€u khién
truy cap

- Quan ly quyén nguoi ding.

- Piéu khién truy cap duoc dua
vao Role (RBAC).

- Piéu khién cac chinh sach truy
cap dua vao tiéu chuan eXtensible
Access Control Markup Language
(XACML) 2.0/3.0.

- Giao thirc mang hiéu ndang cao
(trén Apache Thrift) cho cac tuong

tac Policy Enforcement
Point/Policy ~ Decision  Point
(PEP/PDP).

- User-friendly Policy
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

Administration Point (PAP) dé
chinh stra cac chinh sach bao mat
XACML 2.0/3.0.

- Quan ly ddng thoi nhiéu PDPs tir
PAP don1é.

- Quan ly cac thong bdo vé cap
nhat chinh sach.

- Nhiéu Policy Information Points
(PIP) dé tap hop cac thudc tinh bd
sung dé danh gia chinh sach.

- Tich hgp vé1 ESB cho XACML
3.0 dua vao phan quyén cho céc
dich vu REST hodc SOAP.

- H tro XACML REST profile.

API Security

- Piéu khién truy cap ay quyén st
dung OAuth2 va WS-Trust.

- HJ tro cho cac kiéu bao mat
SAML?2 bearer grant type, JWT
assertion grant type and NTLM-
IWA grant type.

- H tro OAuth?2 token revocation-
OAuth token introspection.

- Hb tro ché do OAuth 2.0.

Giam sat
theo doi1 hé
thong

- Theo doi1 cac su kién dang nhap
va phién 1am viéc.

-Theo doi1 nhat ky nguoi
dung/phién lam viéc.

- Ngit phién lam viéc ctia nguoi
dung qua giao dién quan tri.

- Khéi phuc mat khau tir nha quan
tr1.

- Canh bao bao mat theo thoi gian
thuc trong cac trudng hop cu thé nhu
nghi ngd vé& hanh vi login hodc cac
phién lam vi¢c khong binh thuong,

- Kiém soat cac hoat dong duogc
cap phép st dung distributed
auditing system (XDAS).

- Theo doi hi€u nang va lich s
truy cap hé théng.

Dich vu

Tuy

Dich vu dir

- C6 kha nang khai bao két ndi thu
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TT | Thanh | Yéu | Chirc ning Yéu ciu ky thuat
phﬁn ciu

dirlieu |[chon |licu thap dir liéu tir nhiéu nguon dit liéu

(Data c6 cdu tric va phi cdu tric.

services) - H) tro nhiéu loai co s& dit liéu
quan h¢ khac nhau.

- Cung cap cac cong cu dé truy van
dit liéu, cong khai dich vu dix liéu cho
cac dich vu va hé théng thong tin
khac theo chudn giao thuc SOAP,
REST, chuan dit li€u XML, JSON.

- Cung cép tinh ning quan 1y cu
hinh bao mat dich vu dir liéu trudce
khi cong khai dit liéu.

5 |Quantri | Bat Quantritai | _ (yanly danh sach céc API dich vu
ung bude nguyen bao gdm cac thong tin nhu: danh sach
dung API, thong tin chi tiét kiém thir API
t{'gy cap trén moi truong product va moi
tal ) truong sandbox, API console, tai li€u.
nguyen - Quan ly danh sach cac ung dung
API sir dung APL. Thong tin chi tiét mot

tmg dung bao goém: product keys,
sandbox keys, subscriptions (danh
sach cac API st dung).

6 |Quanly | Bat | Thiétkéva | _ 4 k& API truge khi thue hién
giao dién | buoc | MO phong |4 ve thi Thiét ké duoc thuc hién
lrap trinh APL thong qua giao dién Web hodc
ung thong qua Import dinh nghia
dung Swagger 2.0 ¢6 san.

(API) - Trién khai API mau, cung cép
truy cap t¢i APIs va danh gia thiét
ké API qua phan hdi tir ngudi dung.

- Thuc thi API st dung ngdn ngit
nhu Javascript.

- Hd trg cong khai céc dich vu véi
ki€u SOAP, REST, JSON, va XML
thanh cac APIs.

Cong khai va | _ gng khai API cho nguoi dimg
quanly APT | ox¢ ha théng thong tin lién quan st

dung va khai thac APL
- HO tro cau hinh quan ly API, quan
ly giéi han truy cdp API voi céc
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

khach hang hoic o churc x4c dinh.

- Quan ly lifecycle ctia API tur luc
duoc tao ra cho dén khi két thuac sir
dung: Tao mdi, cong khai, khoa,
x0a APL

- Cong khai API cho mdi truong
chinh thtrc va méi trudong phat trién dé
hé tro cac nha phat trién kiém thir APIL

- Quan ly phién ban ctia API, quan
ly trang thai trién khai API.

Piéu khién
truy cap, bao
mat API

- G161 han truy cap API Access
Tokens theo Domains/IPs.

- Ap dung céc chinh sach bao mat
voi APIs (X4c thuc va phan quyén).

- Tuan theo céac loai xac thuc API
chuan OAuth? (Implicit,
Authorization Code, Client, SAML,
IWA Grant Type).

- Khéa API khong cho hé thong
khac truy cap.

- Lién két API t6i cac 16p dich vu
dugc dinh nghia boi hé thong.

- Thiét 1ap nghudng truy cap API
cho ting hé thong dé bao vé APL

Developer
Portal

- HO tro giao dién trang web dé luu
trit cac API duoc tao ra trén hé théng.

- Duyét va tim kiém cac API theo
nha phat trién, thé (tag) hodc tén APL

-Kétnbi APIs va quan ly don vi
khai thac APL.

- Giao dién kiém thtr API.

Quan ly va
diéu khién
luu luwgng
API

-Tach biét cac luu luong
Production va Sendbox trén cac
API Gateway khac nhau.

-HS tro chuyén do6i giao thuc,
chuyén déi dir liéu.

- Anh xa gitta HTTP(s) véi céc
giao thirc khac nhu JMS hodc File
System.

-Quan ly luu luong - Traffic
Manager c6 cac co ché cip han
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

muc/ngudng linh dong.

-Bao vé cac API cta hé théng
Backend bdng cach thiét lap
ngudng két noi.

- H tro dinh tuyén ban tin theo co
ché Pass-Throgh v&i1 hiéu nang cao,
do tré toi thiéu.

Giam sat va
theo do1

- Céc thong tin str dung API duoc
tich hop v6i phan mém giam st
nghiép vy dé giam sat c4c thong tin
nhu Requests, Responses, Faults,
Throttling, Subscriptions).

- Cung cap cac giao dién dd hoa
cho hién thi cac thong tin API
Latency, API Usage gitp cho viéc
theo doi API va kiém tra hiéu ning
hé thong.

- Kha ning phan tich logs dé kiém
tra cac thong tin nhu 18i Gng dung,
théng ké trién khai API , ddng nhap
16i, s6 lugng 161 API cac 16i vé cap
phat Token truy cap.

- HO tro tra ctru logs thoi gian thuc.

- Theo d&i mirc d6 chat luong dich
vu SLA cua APIL

- Tuy bién giao dién Dashboard ca
nhan hoa.

G14m sat
quy trinh
xu ly
nghi€p
vu
(BAM)

Tuy
chon

Gi1am sat quy
trinh xtr ly
nghiép vu

- Thyc hién thu thap logs hé théng,
logs sur kién tir cac thanh phan phan
mém khéc trong nén tang dé tién
hanh phan tich dit liéu va téng hop
dit ligu.

- Cung cap cac dir liéu quan trong
khac cho cac hé thong lién quan dé
xu ly.

- Kha niang hién thi dit liéu trén cac
Dashboard giam sat va theo doi hé
théng dé kip thoi xir 1y cdc tinh
huéng trong qua trinh khai thac, van
hanh hé thong.

- Cung cap cac thong tin dir liéu
bao cao hoat dong toan bd cac thanh
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TT

Thanh
phan

Yéu

Chirc nang

Yéu ciu ky thuat

phan trong hé thong.

- Cung cép c4c tinh nang canh bao
giam sat qua nhiéu kénh két ndi
khac nhau nhu Email, tin nhian dé
kip thoi xtr ly.

- Giam sat duoc tinh hinh hoat
dong cua cac thanh phan phan mém
hé théng nhu trang thai ding hoat
dong, dang hoat dong; giam sat
thong tin vé CPU, Bd nhd; giam sat
tinh hinh hoat ddng cua cac dich vu
duoc trién khai trén hé thong LGSP.

2.2. Yéu cau doi véi phan mém van hanh

Céac phan mém van hanh duoc xay dung phuc vu cong tac quan 1y, van hanh
LGSP, bao gdm c4c thanh phan tiéu biéu nhu sau:

STT | Thanh phan | Ch¥cnang Yéu ciu
phan mém

1 | Phan mém Quanly vakiém | - Cung cip giao dién dd6 hoa dé
quanly, van | soat trang thai nguoi dung cé thé thiét 14ap, quan 1y va
hanh LGSP hoat dong cac hé¢ kiém soat trang thai hoat dong cuia (ing

théng, ung dung, | dung, dich vu.
dich vu thude - C6 chirc nang ghi nhén log.
LGSP - C4u hinh muc do ghi log.

- Cung cap céc thong sd van hanh
clia may chu.

- C6 co ché thong bao linh hoat
cho phép nguoi dung cdu hinh email
hosic SMS dé canh bao dua trén su
kién da duoc thiét 1ap san.

Quanly toan bd | - Co chuc ning cho phép cu hinh,
vong doi cua cac | kich hoat hodc huy trang thai hoat
giai phap va dong cua tmg dung.

dich vu thudc - Cho phép quan ly phién ban cua
LGSP ung dung.

2 | Quanly danh |Tao lap, quanly, | Cac bang ma nay can phai tuan thu
muc dién tc | duy tri, cdp nhat, | cdc quy dinh hién hanh, c6 phuong
dung chung khai thac cac an két néi, st dung lai cac danh muc

ban ma dién ttr, | dién tr da co thudc HE théng thong
danh muc di€n | tin Danh muc dién t&t dung chung
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tir dung chung. | cua cac co quan nha nudc phuc vu
phat trién Chinh phil dién tir cua
Viét Nam (do B0 Thong tin va
Truyén thong quan 1y), hé théng ctia
cac ¢co quan ¢ Trung uong.

2.3. Yéu cau voi cac dich vu dung chung

Céc dich vu ding chung c6 muyc dich hd tro phat trién cac ung dung, bao
gdm cac thanh phan dung chung cho cac tmg dung ma khong phai xay dung lai,
cung cap t6i thiéu cc dich vu co ban dudi ddy va can thudng xuyén cap nhat dong
bo véi cac dich vu dung chung duoc cung cp trén Nén tang tich hop, chia sé dir
liéu qudc gia:

STT | Thanh phin Chiic ning phan mém
1 | Dich vudanh - Danh myc ma dinh danh két ndi cac hé théng quan
muc dung Iy van ban va diéu hanh
chung - Danh muc ma s cac don vi hanh chinh Viét Nam

- Danh muc mi buu chinh

- Danh muc mi cac dan tdc

- Danh muc ma cac ton gido

- Danh muc ma gidi tinh

- Danh muc ma nhom mau

- Danh myc ma Qudc gia, qudc tich

- Danh muc ma Tinh trang hon nhan

- Danh muc giao duc, dao tao Viét Nam cép 1,2va3

- Danh muc gido duc, dao tao cép IV trinh d0 cao
déng, dai hoc

- Danh muc gido duc, dao tao cép IV trinh d0 thac si,
tién si

- Danh muc va ma chtic danh trong cac co quan
bang cOng san Viét Nam

- Danh muc bac luong

- Danh muc bang luong

- Danh muc loai cong churc, vién chirc, nhan vién,
lanh dao

- Danh muc nhom luong

- Danh muc ma céc hé sb luong

- Danh myc ma murc luong téi thiéu ving

- Danh muc ma thi dua khen thuéng

- Danh muc ma loai vdn ban theo quy dinh phap luét

- Danh muc ma tén céc loai van ban quy pham phap luit
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- Danh muc ma tén cac loai van ban hanh chinh

- Danh muc ma quy dinh do khan vian ban

- Cac danh muc khac (dugc cip nhat theo HE théng
thong tin Danh muc dién tr dung chung cua cac co
quan nha nudc phuc vu phat trién Chinh phu dién tir
ctia Viét Nam do Bo Thong tin va Truyén thong quan
ly)

Dich vu lién
thong van ban

- Giri van ban lién thong 4 cp

- Nhén van ban lién thong

- Céanh bdo qua email va SMS khi cac don vi gun vdn
ban 16i, khong nhan vin ban vé, khong phan hdi trang
thai van ban

- Thong ké tinh hinh gtn nhén van ban ctia cac don
vi tham gia lién thong

Dich vu lién - Gui hd so: Tiép nhan, Tra két qua, Rut, Cap nhat,

thong ho so Tir chéi

hanh chinh _ Nhan h so lién thong

cong - Pon vi nhian cip nhat trang thai nhan hd so lién
thong

Nhémdich vu | - Dich vy xéc thue, cdp quyén theo co ché ding nhap

xac thuec, cép
quyén ngudi
dung tip trung
(SSO)

mdt 1an d6i véi ngudi dung 14 ca nhan, doanh nghiép,
td chirc khi st dung cac dich vu do B0, tinh cung cép.

- Dich vu x4c thuc, cap quyén theo co ché ding nhép
mdt 1an doi véi ngudi dung 14 can bo, cong chire, vién
chtrc, ngudi lao dong cua cac co quan thudc, truc thudc
cac bo, tinh khi stir dung cac ting dung trong nd1 bd cua
b, tinh phuc vu xtr Iy nghié€p vu, cdng tac quan ly, chi
dao diéu hanh.

Nhom dich vu
thanh toan dién
tlr

- Giao dién két ndi téi cac cong thanh toan dién tr
ctia bén thir ba giup ngudi dung cé thé chon lua
phuong thirc thanh toan thich hop.

- Ki€m todn phuc vu viéc doi soat (khi can), truy van
va bao cdo giao dich thanh toan dién tir.

Tiép nhan va
tra két qua giai
quyét thi tuc
hanh chinh qua
dich vu buu

- Két ndi v6i hé théng thong tin ctua Tong cong ty
Buu dién Viét Nam thong qua Nén tang tich hop, chia
sé dir liéu qudc gia dé trao ddi thong tin vé nhu cau sir
dung; thong tin vé trang thai xir ly, két qua giai quyét;
trang thai giri, nhan hd so va chuyén tra két qua giai
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tu phap va Ho
Tich tu phap

chinh/buu quyét thi tuc hanh chinh qua dich vu buu chinh cong
chinh cong ich | jch theo Thong tu s6 17/2017/TT-BTTTT.

7 | Dich vu lién - Lién thong dong bd hd so day 1én Cong dich vu
thong véi Cong | cong quoc gia.
dich vu cong
quoc gia

8 | Dichvulién - Lién thong giri bao cdo 1én hé théng bao cdo quc
théng voi hé gia GRIS.
thong bao cao
Quoc gia GRIS

9 | Dich vu lién - Lién thong gtri hd so 1y lich tu phap va ho tich tu
thong Ly lich | phap tir1én bo Tu phap qua Nén tang tich hop, chia sé

dir li€u quoc gia.

2.4. Yéu ciu v6i nhom cac dich vu thong tin

Cac nhém dich vu thong tin bao gém:

- Nhém dich vu thong tin khai thac cac CSDL qudc gia, trudc hét 1a cac
CSDL qudc gia uu tién trién khai theo Quyét dinh sb 714/QD-TTg ngay
22/5/2015, cac CSDL qudc gia hién d3 sin sang;

- Nhém dich vu thong tin khai thac cac hé thong c6 quy mo, pham vi tir
Trung uong dén dia phuong theo Thong tu s6 25/2014/TT-BTTTT, trude hét wu
tién cac hé thong da sin sang theo Danh muc dugc Bo Thong tin va Truyén thong,
Cuc Tin hoc hda cong b trén Cong thong tin dién tir ctia Bo Thong tin va Truyén
thong, ctia Cuc Tin hoc hda;

- Nhém cac dich vu thong tin dé cac Bo, dia phuong khac khai thac theo nhu
ciu thuc té cia cac B0, tinh.

Céc thanh phan tiéu biéu nhu:

STT

Thanh phén Chiic ning phan mém

1

Thong tin ding ki doanh | L4y thong tin doanh nghiép tir bo ké hoach

nghi€p

dau tu qua Nén tang tich hop, chia sé dir
liéu quoc gia.

tu phap

2 | Thong tin bao hiém xa hoi | Ly thong tin bao hiém xa hoi qua Nén tang
tich hop, chia s¢ dir li€u quoc gia.
3 | Thong tin ho tich, Iy lich | L4y thong tin ho tich, 1y lic tu phap qua

Nén tang tich hop, chia sé dit liéu quéc gia.
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V. YEU CAU PHI CHUC NANG
1. Yéu cau hiéu niing

Hé théng can duoc thiét ké dé bao dam hiéu nang, hi€u qua hoat dong. Cac
tiéu chi vé hiéu nang can ¢o cong thirc dinh ¢& theo mure d6 str dung thuc té clia
hé thdng. Pua ra dugc céc tiéu chi dé danh gia hiéu nang hoat dong hé théng ciing
nhu kha ning mé rong kién trac theo chiéu rong va chiéu ngang dé dam bao hoat
dong cua hé thdng trong thoi gian 1au dai.

Cé4c yéu cau co ban vé hiéu ning can phai dap ung nhu: Thoi gian phan hoi
trung binh; Thoi gian phan hdi cham nhét; Hiéu suat 1am viéc ctia may chit CSDL;
Hiéu sudt lam viéc ctia may chu tng dung; SO két ndi hoat dong ddng thoi
(str dung cac API khac nhau dé khai thac cac nghiép vu dugc cung cép)...

2. Yéu cau vé an toan bao mat

Hé thdng trién khai phai d4p tmg cap do ti thiéu theo quy dinh tai Nghi dinh
s6 85/2016/ND-CP quy dinh vé bao dam an toan hé thong thong tin theo cap do.

Hé thdng can dam bao kha ning an toan, bao mat thong tin theo nhiéu mirc:
muc mang, muc may chi, muac img dung, mirc co s¢ dit li€u, mic ngudt dung.
Thiét 1ap ma héa TLS v1.2, HTTPs.

Hé théng can duoc thiét ké, trién khai dé dam bao duoc cac loai tin cong
phd bién hién nay nhu: Tan cong Injection, Cross Site Scripting (XSS), InSecure
Direct Object References, Cross Site Request Forgery (CSRF), Failure to Restrict
URL Access.

Hé théng can duoc thiét ké dé han ché, ngdn chdn duogc cac tac dong cla
DDoS (Tan cong tir chdi dich vu), dam bao ludng truy cap va tranh can kiét ngudn
tai nguyén hé théng.

3. Sao lvu phuc hdi dir liéu

Céc co s¢ dit 1iéu trong LGSP phai duoc luu trit dy phong hang ngay, ddm
bao ¢6 kha niang phuc hoi khi ¢é su ¢b.

Déi véi dit liéu dang tép, thoi gian luu trit thuc té phu thude theo timg dang
nghiép vu va yéu cau cling nhu kha ning ha tdng phan cimg cuia cac don vi.



